CHECKLIST FOR EXPERT DETERMINATION OF HEALTH INFORMATION IDENTIFIABILITY

	Principle
	Description
	Examples
	Expert Assessment

	Replicability
	Likelihood that the health information will consistently occur in relation to the individual.
	Low: Results of a patient’s blood glucose level test will vary
	 FORMCHECKBOX 
 Low risk of replicability
 FORMCHECKBOX 
 High risk of replicability

	
	
	High: Demographics of a patient (e.g., birth date) are fairly stable
	

	Data source Availability
	Likelihood that external data sources contain the patient’s identifiers and replicable features in the health information. Degree of public access to the external data source.
	Low: Laboratory results are not often disclosed with identity beyond healthcare environments.
	 FORMCHECKBOX 
 Low data source availability

 FORMCHECKBOX 
 High data source availability

	
	
	High: Patient name and demographics are often in public data sources (e.g., birth, death, and marriage registries)
	

	Distinguishability
	Degree to which the subject’s data can be distinguished in the health information.
	Low: Combination of Birth year, Gender, and 3-Digit ZIP Code is estimated to be unique for ~0.04% of US residents. Very few could be IDed with these data alone.
	 FORMCHECKBOX 
 Low distinguishability

 FORMCHECKBOX 
 High distinguishability

	
	
	High: Combination of Birth date, Gender, and 5-Digit ZIP Code is unique for > 50% of US residents.  Over half could be IDed with these data alone.
	

	Assess Risk
	Overall assessment of identifiability risk based on replicability, availability, and distinguishability factors.
	Low: Laboratory values may be very distinguishing, but are rarely independently replicable and rarely disclosed in multiple data sources to which many people have access.
	 FORMCHECKBOX 
 Low identifiability risk

 FORMCHECKBOX 
 High identifiability risk

	
	
	High: Demographics are highly distinguishing and replicable, and available in public data sources.
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Adapted from: Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, Table 1. Accessed April 26, 2013 at: http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html#standard 


